De-authentication attack

A de-authentication attack aims to interrupt a client's connection to an AP and therefore falls
into the category of a denial of service attack. De-authentication frames are packets based on
the IEEE 802.11 (Wi-Fi) standard, which are sent to terminate an existing connection. After
the target has received these packets, all further packets from the affected devices are rejected

until re-establishing of the connection occurs via a handshake.
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Figure 1: De-authentication attack schematic (Noman, et al., 2015)

In order to carry out the de-authentication attack, a device is required that sends the de-
authentication frames. As part of the project, the DSTIKE Deauther MiNi V3 was used. The
device can search for possible APs as well as end devices and send targeted de-authentication
packets (DSTIKE, N.D.). The device has a built-in screen, so that only a power source, such
as a smartphone, is required to operate the device. However, the Deauther can also be
connected to a computer via a Wi-Fi connection in order to carry out the attacks. In order to
enable better visualisation of the tests, this approach was followed and the video was created
to illustrate the test execution of the de-authentication attack. The following refers to the

video 'De-authentication-ESP-32-Device'.

On the left you can see a terminal with which the Matter device is monitored. The command
"idf.py monitor' initialises the monitoring and the device is restarted by this command. It will

take a moment for the Matter device to boot up and be ready for use.



On the right, the de-authenticator is open in a browser. You can see that after refreshing the
page, it displays the access points found and the end devices below. In addition to the signal
strength of the AP, the MAC addresses of all devices and, if available, their real names are

also displayed.

After the Matter device has fully booted up, it was ensured that it was functional by switching
the device on and off several times. This can be seen in the video by the many commands that
the device receives, as displayed in the terminal. The green text of the commands confirms

that all commands are processed successfully.

Now the Matter device is selected as the target and the de-authentication attack is initialised
via the 'Attack’' tab. Immediately after the attack begins, the Matter device reports that the
connection to the access point is lost. It is stated that a reconnection to the AP will be
initialised in 100ms, but since de-authentication frames are continuously received, a

connection to the AP cannot be established.

After the de-authentication attack has ended, it only takes a few seconds until the Matter
device can reconnect to the AP and commands to the device are successfully processed again.
It should be noted that this attack can also be carried out against the AP. As a result, if the

attack is successful, all devices lose connection to the AP.
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